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DETAILED ACTION 

Drawings 

The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) because they include 
the following reference character(s) not mentioned in the description: 392. Corrected drawing sheets in 
compliance with 37 CFR 1.121(d), or amendment to the specification to add the reference character(s) in 
the description in compliance with 37 CFR 1.121(b) are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing sheet should include all of the 
figures appearing on the immediate prior version of the sheet, even if only one figure is being amended. 
The replacement sheet(s) should be labeled "Replacement Sheet" in the page header (as per 37 CFR 
1.84(c)) so as not to obstruct any portion of the drawing figures. If the changes are not accepted by the 
examiner, the applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Specification 
Claim Objections 

Claim 3 is objected to because of the following informalities: "the control network 
communications module" lacks antecedence. Appropriate correction is required. 

Claim 8 is objected to because of the following informalities: "the web server" lacks antecedence. 
Appropriate correction is required. 

Claim 10 is objected to because of the following informalities: "the group" lacks antecedence. 
Appropriate correction is required. 

Claim 18 is objected to because of the following informalities: "the communication of signals" 
lacks antecedence. Appropriate correction is required. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
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at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

Claims 1-3, 8, and 14-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Thibault in view of Stawikowski. 

With respect to claim 1, Thibault discloses an industrial control system for controlling an industrial 
process comprising: 

a plurality of control devices each of which contributes to the controlling of the controlled process 
(col. 3, line 60); 

a web access interface (fig. 1, item 16) including an Internet interface (fig. 1, item 25a) and a 
control network interface (fig. 1 t item 25b) wherein the control network interface is coupled to the plurality 
of control devices by way of a network (fig. 1, item 30), and wherein the Internet interface is capable of 
being coupled to a remote device (fig. 1 , item 12) via the Internet (col. 4, lines 33-34), the web access 
interface executing: 

an Internet communications program (fig. 1, item 25a) that receives an Internet signal 
having socket API data and formatted in accordance with a TCP/IP protocol, wherein the Internet 
communications program extracts the socket API data from the Internet signal and provides a 
socket API signal including the socket API data (col. 6, lines 50-53); and 

a control network communications program (fig. 1, item 25b; col. 7, lines 1-2) that 
receives the socket API signal and transmits a network signal based upon the socket API signal 
to an appropriate one of the control devices in accordance with the Internet signal, wherein the 
socket API data is included within the network signal and processed at the one of the control 
devices (col. 6, lines 47-49). 

Thibault does not disclose expressly that each control device includes a respective web server 
program and that the network signal is not formatted in accordance with the TCP/IP protocol. 

Stawikowski teaches that automation equipment can include a web server to exchange (process) 
data (par. 3, lines 1-3; par. 19, lines 10-11). Stawikowski also teaches that the U DP/IP protocol can be 
used between automation equipment and control devices (par. 3, line 7). 
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Thibault and Stawikowski are analogous art because they are both from the same field of 
endeavor of networked automation equipment. 

At the time of invention it would have been obvious to one of ordinary skill in the art to modify 
Thibault's system by allowing each process control apparatus and the server digital data processor to 
include a web server, as taught by Stawikowski. The motivation for doing so would have been to allow 
each process control apparatus to exchange data with the server digital data processor in a web-based 
fashion (par. 3, lines 2-4). It would also have been obvious to modify Thibault's system to use UDP/IP 
between the object manager and the control apparatus, as taught by Stawikowski. The motivation for 
doing this would have been to have less network overhead. 

Therefore it would have been obvious to combine Stawikowski and Thibault for the benefit of 
web-based data exchange and less network overhead to obtain the invention as specified in claim 1. 

With respect to claim 2, Thibault discloses that the control network communications program 
further receives an additional network signal from another of the control devices and provides an 
additional socket API signal based upon the additional network signal, wherein both the additional 
network signal and the additional socket API signal include application-level information; and wherein the 
Internet communications program receives the additional socket API signal and formats the additional 
socket API signal in accordance with the TCP/IP protocol for transmission over the Internet to an 
additional remote device (col. 6, lines 53-56). 

With respect to claim 3, Thibault does not expressly disclose that the control communications 
module encodes the socket API data from the socket API signal with a second protocol different from the 
TCP/IP protocol, whereby the control devices can provide web functionality without the overhead of a 
TCP/IP stack. 

Stawikowski teaches that the UDP/IP protocol can be used between automation equipment and 
control devices. 

Thibault and Stawikowski are analogous art because they are both from the same field of 
endeavor of networked automation equipment. 
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At the time of invention, it would have been obvious to modify Thibault's system to use UDP/iP 
between the object manager and the control apparatus, as taught by Stawikowski. The motivation for 
doing this would have been to have less network overhead. 

Therefore it would have been obvious to combine Stawikowski and Thibault for the benefit of 
web-based data exchange and less network overhead to obtain the invention as specified in claim 3. 

With respect to claim 8, Thibault does not expressly disclose that the web server implements at 
least one of an HTTP, an FTP, an SMTP, a Telnet command, a DNS command, and a WINS command 
based upon the socket API data. 

Stawikowski teaches that a web server used in automation equipment can use an HTTP 
command (par. 25, lines 1-4). 

Thibault and Stawikowski are analogous art because they are both from the same field of 
endeavor of networked automation equipment. 

At the time of invention, it would have been obvious to one of ordinary skill in the art that if 
Thibault's system is modified as described in claim 1 to utilize web servers, one could also modify 
Thibault's system to use an HTTP command, as taught by Stawikowski. The motivation for doing so 
would have been to allow Thibault's system to exchange web-based data. 

Therefore, it would have been obvious to combine Thibault with Stawikowski for the benefit of 
exchanging web-based data to obtain the invention as specified in claim 8. 

With respect to claim 14, Thibault discloses that the Internet communications program and the 
control network communications program are comprised within a single translation module (fig. 1, item 
16). 

With respect to claims 15 and 16, Thibault does not disclose expressly that the control devices 
are control nodes each including a respective processor and that the respective processors are 
programmable logic controllers. 

Stawikowski teaches that programmable logic controllers can be used as automation equipment 
in a remote process control system (par. 2, lines 1-2). 
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Thibault and Stawikowski are analogous art because they are both from the same field of 
endeavor of networked automation equipment. 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault's system by allowing the specified process control apparatus to be a programmable logic 
controller, as taught by Stawikowski. The motivation for doing so would have been to allow Thibault's 
system to have a process control apparatus that can run a program in order to provide additional 
automation functions (par. 2, lines 6-8). 

Therefore, it would have been obvious to combine Thibault with Stawikowski for the benefit of 
additional automation functions to obtain the invention as specified in claims 15 and 16. 

With respect to claim 17, Thibault discloses that the control devices are I/O modules including 
processing devices (col. 3, lines 66-67 - col. 4, lines 1-2), and the web access interface includes a 
programmable logic controller (col. 4, lines 17-19). 

With respect to claim 18, Thibault discloses a web access interface (fig. 1, item 16) for 
implementation in an industrial control system having a plurality of control devices (col. 3, line 60), the 
web access interface comprising: 

a first means for receiving and transmitting Internet signals from and to the Internet (fig. 1, item 

25a); 

a second means for receiving and transmitting network signals from and to the plurality of control 
devices (fig. 1, item 25b); and 

a third means for converting the Internet signals into the network signals, and for converting the 
network signals into the Internet signals, in order to allow for the communication of signals between the 
plurality of control devices and at least one remote device coupled to the first means by way of the 
Internet (col. 5, lines 49-50; col. 6, lines 50-56; and col. 4, lines 33-36), 

wherein the Internet signals are formatted in accordance with an Internet-type protocol (col. 6, 
lines 50-53). 

Thibault does not expressly disclose that each of the control devices has a respective web server 
program and that the network signals are not formatted in accordance with the Internet-type protocol. 
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Stawikowski teaches that automation equipment can include a web server to exchange (process) 
data (par. 3, lines 1-3; par. 19, lines 10-11). Stawikowski also teaches that the UDP/IP protocol can be 
used between automation equipment and control devices (par. 3, line 7). 

Thibault and Stawikowski are analogous art because they are both from the same field of 
endeavor of networked automation equipment. 

At the time of invention it would have been obvious to one of ordinary skill in the art to modify 
Thibault's system by allowing each process control apparatus and the server digital data processor to 
include a web server, as taught by Stawikowski. The motivation for doing so would have been to allow 
each process control apparatus to exchange data with the server digital data processor in a web-based 
fashion (par. 3, lines 2-4). It would also have been obvious to modify Thibault's system to use UDP/IP 
between the object manager and the control apparatus, as taught by Stawikowski. The motivation for 
doing this would have been to have less network overhead. 

Therefore it would have been obvious to combine Stawikowski and Thibault for the benefit of 
web-based data exchange and less network overhead to obtain the invention as specified in claim 18. 

With respect to claim 19, Thibault discloses that the second means includes at least one port, and 
wherein the one port includes at least one communication link coupling the port with one of the control 
devices (fig. 1, items 25c, 30, and 23a). 

Claims 4-7, 9-11, and 20-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Thibault in view of Stawikowski as applied to claims 1, 18, and 19 above, and further in view of Kastner. 

With respect to claims 4 and 5, Thibault and Stawikowski do not expressly disclose that the 
Internet communications program includes a first software program for processing an Internet media 
access control protocol with respect to the Internet signal and that the Internet media access control 
protocol is one of an Ethernet protocol, a Token Ring, protocol, a FDDI protocol, an ATM protocol, a 
SONET protocol, an X.25 protocol, and a frame relay protocol. 

Kastner teaches that Ethernet can be used to communicate between two computing devices (col. 
6, lines 1-5). 
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Thibault, Stawikowski, and Kastner are all analogous art because they are from the same field of 
endeavor of remote industrial control systems. 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to use Ethernet to communicate between the client and command 
processor, as taught by Kastner. The motivation for doing so would have been to enable Thibault and 
Stawikowski's system to use standard Ethernet components that are widely available (col. 6, lines 6-8). 

Therefore it would have been obvious to combine Kastner with Thibault and Stawikowski for the 
benefit of widely available standard components to obtain the invention as specified in claims 4 and 5. 

With respect to claim 6, Thibault discloses that the Internet communications program includes a 
second software program for processing an IP protocol with respect to the Internet signal, wherein the 
processing includes obtaining an IP address (col. 6, lines 50-53). If IP is being used, it is inherent that an 
IP address is being obtained because both the source and destination IP addresses are contained in the 
header of an I P packet (Stevens, page 34, fig. 3. 1 ). 

With respect to claim 7, Thibault discloses that the Internet communications program includes a 
third software program for processing a TCP protocol with respect to the Internet signal (col. 4, lines 43- 
47). 

With respect to claims 9 and 10, Thibault and Stawikowski do not expressly disclose that the 
control network communications program includes a first program for formatting the socket API signal in 
accordance with an internal media access protocol and that the internal media access control protocol is 
selected from the group consisting of a DeviceNet protocol, a ControlNet protocol, and an Ethernet 
protocol. 

Kastner teaches that an Ethernet protocol can be used to communicate signals between a control 
device and an operating unit (col. 6, lines 1-5). 

Thibault, Stawikowski, and Kastner are all analogous art because they are from the same field of 
endeavor of remote industrial control systems. 

At the time of invention it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to utilize Ethernet for communication between the process control 
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apparatus and the object manager, as taught by Kastner. The motivation for doing so would have been 
to be able to use standard Ethernet equipment that is readily available (col. 6, lines 6-8). 

Therefore, it would have been obvious to combine Kastner with Thibault and Stawikowski for the 
benefit of standard equipment that is readily available to obtain the inventions specified in claims 9 and 
10. 

With respect to claim 11, Thibault and Stawikowski do not disclose expressly that the control 
network communications program includes a second program for formatting the socket API signal, as 
formatted in accordance with the internal media access protocol, also in accordance with a control 
network protocol. 

Kastner teaches that HTTP can be used to transmit information between a control device and an 
operating unit (col. 6, lines 64-66). 

Thibault, Stawikowski, and Kastner are all analogous art because they are from the same field of 
endeavor of remote industrial control systems. 

At the time of invention, it would have been obvious that one could modify Thibault and 
Stawikowski's system to use HTTP to communicate between the control apparatus and the object 
manager, as taught by Kastner. The motivation for doing so would have been to allow Thibault and 
Stawikowski's system to exchange web-based data. 

Therefore it would have been obvious to combine Kastner with Thibault and Stawikowski for the 
benefit of exchanging web-based data to obtain the invention as specified in claim 11. 

With respect to claim 20, Thibault discloses that the third means includes programs allowing for 
processing and formatting in accordance with an Internet communications protocol (col. 4, lines 43-47). 

Thibault and Stawikowski do not expressly disclose that the set of programs allows for processing 
and formatting in accordance with an Internet media access control protocol, a control network protocol, 
and an internal media access control protocol. 

Kastner teaches that Ethernet can be used to communicate between two computing devices (col. 
6, lines 1-5), that HTTP can be used to transmit information between a control device and an operating 
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unit (col. 6, lines 64-66), and that Ethernet can be used to communicate signals between a control device 
and an operating unit (col. 6, lines 1-5). 

Thibault, Stawikowski, and Kastner are all analogous art because they are from the same field of 
endeavor of remote industrial control systems. 

' At the time of invention, it would have been obvious to modify Thibault and Stawikowski's system 
to use Ethernet to communicate between the client and the command processor, as taught by Kastner. 
The motivation for doing so would have been to enable Thibault and Stawikowski's system to utilize 
standard Ethernet components that are readily available (col. 6, lines 6-8). 

At the time of invention, it would have been obvious to modify Thibault and Stawikowski's system 
to use HTTP to communicate between the control apparatus and the object manager, as taught by 
Kastner. The motivation for doing so would have been to allow Thibault and Stawikowski's system to 
exchange web-based data. 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to utilize Ethernet for communications between the process control 
apparatus and the object manager, as taught by Kastner. The motivation for doing so would have been 
to enable Thibault and Stawikowski's system to use standard Ethernet equipment that is readily available 
(col. 6, lines 6-8). 

Therefore it would have been obvious to combine Kastner with Thibault and Stawikowski for the 
benefit of standard components and the ability to exchange web-based data to obtain the invention as 
specified in claim 20. 

With respect to claim 21, Thibault discloses a method of communicating information between a 
plurality of control devices (col. 3, line 60) within an industrial control system and a remote device (fig. 1, 
item 12) coupled to the industrial control system by way of the Internet (fig. 1, item 18; col. 4, lines 33-34), 
the method comprising: 

receiving a request signal (col. 6, lines 46-47) at a web access interface (fig. 1, item 16), wherein 
the request signal has been provided over the Internet (col. 4, lines 33-34) from the remote device (fig. 1 , 
item 12); 
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processing a TCP/IP protocol with respect to the request signal by way of an Internet 
communications program (fig. 1 , item 25a) of the web access interface, in order to extract socket API data 
in the form of a socket API signal (col. 6, lines 50-53); 

determining an appropriate destination control device from among the plurality of control devices 
(col. 6, lines 27-33); and 

delivering the network signal to the appropriate destination control device so that the socket API 
data can be processed by the respective web server program (col. 5, lines 49-50). 

Thibault does not expressly disclose that each of the control devices has a respective web server 
program. 

Stawikowski teaches that automation equipment can include a web server to exchange (process) 
data (par. 3, lines 1-3; par. 19, lines 10-11). 

Thibault and Stawikowski are analogous art because they are from the same field of endeavor of 
remote industrial control systems. 

At the time of invention it would have been obvious to one of ordinary skill in the art to modify 
Thibault's system by allowing each process control apparatus and the server digital data processor to 
include a web server, as taught by Stawikowski. The motivation for doing so would have been to allow 
each process control apparatus to exchange data with the server digital data processor in a web-based 
fashion (par. 3, lines 2-4). 

Thibault and Stawikowski do not expressly disclose that the method comprises processing an 
Internet media access control protocol and formatting the socket API signal in accordance with a control 
network protocol and an internal media access control protocol to produce a network signal. 

Kastner teaches that Ethernet can be used to communicate between two computing devices (col. 
6, lines 1-5) and that HTTP can be used to transmit information between a control device and an 
operating unit (col. 6, lines 64-66) and that Ethernet can be used to communicate signals between a 
control device and an operating unit (col. 6, lines 1-5). 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to use Ethernet to communicate between the client and the command 
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processor, as taught by Kastner. The motivation for doing so would have been to enable Thibault and 
Stawikowski's system to utilize standard Ethernet components that are readily available (col. 6, lines 6-8). 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to use HTTP to communicate between the control apparatus and the 
object manager, as taught by Kastner. The motivation for doing so would have been to allow Thibault 
and Stawikowski's system to exchange web-based data. 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to utilize Ethernet for communications between the process control 
apparatus and the object manager, as taught by Kastner. The motivation for doing so would have been 
to enable Thibault and Stawikowski's system to use standard Ethernet equipment that is readily available 
(col. 6, lines 6-8). 

Therefore it would have been obvious to combine Thibault and Stawikowski and Kastner for the 
benefit of standard components and the ability to exchange web-based data to obtain the invention as 
specified in claim 21. 

With respect to claim 22, Thibault discloses providing an additional network signal from one of the 
plurality of control devices to the web access interface, wherein the additional network signal includes 
additional socket API data; processing the additional network signal with respect to the control network 
protocol and the internal media access control protocol to produce an additional socket API signal; 
formatting the additional socket API signal in accordance with the TCP/IP protocol and the Internet media 
access control protocol to generate an Internet signal; and providing the Internet signal onto the Internet 
for transmission to an additional remote device (col. 6, lines 53-56). 

With respect to claim 23, Thibault discloses that the Internet signal is transmitted as a series of 
separate data packets (col. 6, line 51). 

Claims 12-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Thibault in view of 
Stawikowski as applied to claim 1 above, and further in view of Kalajan. 

With respect to claims 12 and 13, Thibault and Stawikowski do not expressly disclose that the 
web access interface includes a table for converting IP address information to control network addresses 
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corresponding to the plurality of control devices, and wherein, upon receiving the Internet signal at the 
web access interface, the web access interface determines the appropriate one of the control devices to 
receive the socket API data based upon an IP address within the Internet signal and that the table 
converts at least one of IP addresses to control network addresses and IP addresses plus port addresses 
to control network addresses. 

Kalajan teaches that a table can be used to convert IP address information to network resource 
addresses and to determine which device should receive the data (col. 2, lines 39-41, 45-48, and 50-52). 

At the time of invention, it would have been obvious to one of ordinary skill in the art to modify 
Thibault and Stawikowski's system to include a table within the server digital data processor to convert IP 
address information to network resource addresses and to determine which device should receive the 
data, as taught by Kalajan. The motivation for doing so would have been to provide a more efficient way 
to distribute information than the broadcast method Thibault's system uses. 

Therefore it would have been obvious to combine Kalajan with Thibault and Stawikowski for the 
benefit of more efficient information distribution to obtain the invention as specified in claims 12 and 13. 
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Conclusion 


Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Andrea Hollar whose telephone number is (571) 272-5862. The examiner can normally be 
reached on 8:30-6:00 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Jack 
B. Harvey can be reached on (571) 272-3896. The fax phone number for the organization where this 
application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 
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